summary
The outcome of this paper is a roadmap picturing the evolution of military information management. Enterprise Architects may use the roadmap in analysing and developing both C4ISR and ERM capabilities in military organisations. The primary research question for this paper is: What may cause so many failures in defining Enterprise Architecture at information management level and then in implementing C4ISR and ERM tools?
The paper first defines six stages for management of unstructured information from various former studies and information architecture models (Cook, 1996) . The basic stages of evolution of unstructured information are defined as print, file, page, social media content, semantic content, and intelligent content.
These six stages and a generic military structure are processed through an evolutionary model derived from evolutionary theory for technical development described by Joel Mokyr (1998) (Brody, 1993) and the roadmap part applies the theory of evolution in sociotechnical systems (Bertalanffy, 1969) .
. The Mokyr model helps to recognise the paths of evolution, the forces that may influence the development and the ways that have been taken in achieving goals.

The outcome is a roadmap that describes the evolution of past and possible future for military information management and explains different drivers and constraints on roads. The roadmap is aligned with other similar roadmap tools Enterprise Architects are using. The roadmap is further tested against experiences gained from several C4ISR and ERM focused military transformations. The overall research approach follows the hypotheticodeductive model
Military organisations have followed the general evolutionary path (print -file -page -social media content -semantic -intelligent content) in developing their management of unstructured information. The general path includes two definite leaps that require more effort: 1) from files to pages, and 2) from unstructured content to more structured content.
There have also been more discrete shortcuts together with downgrades defined by cultural and doctrinal powers of the force.
Meanwhile, it is possible to accelerate evolution by taking shortcuts. A consistent effort to change technology, processes, and people at the same time is needed when, for example, taking force from publish-pull pages to semantic information management. It might be easier to start with structured information and then, gradually, include unstructured information.
Strong forces may also pull back already achieved development if the change has not been made to stick properly. Losing the thin trust for shared information management early in implementation may prevent individuals from sharing for a long time. Not providing the expected level of availability of the service for the knowledge base may lose the confidence of process owners.
Since information is essential for cognitive level sense making, decision making, and learning, Enterprise Architects should include information maturity in their roadmaps of technical and business process development. The roadmap for military information management is introduction
Information and Communications Technology (ICT) has made major advances in linking the physical dimension through information to the cognitive dimension as described by John Perry et al. (2004) in their model for Information Superiority . The information technology linkage between the physical and cognitive dimensions has created new ways of effect both for the red and blue force. The Armed Forces recognise the benefit of sharing of information 2 , collaboration , and coordination 4 instead of constraining and stove piping the data. Perry, Walter and Signori, David and Boon, John (2004) NIT (20): NATO unveils Afghan Mission Network Operations Center at Kabul airport. Retrieved from http://northiowatoday.com/20/07/5/nato-unveils-afghan-missionnetwork-operations-center-at-kabul-airport/.
Mattis, James (20): 9 Unforgettable quotes from retiring General James 'Mad Dog' Mattis. Business Insider. Retrieved from http://www.businessinsider.com/generalBusiness Insider. Retrieved from http://www.businessinsider.com/generalmaddog-mattiss-best-quotes-20-?IR=T&r=US&IR=T#in-this-age-i-dont-care-howtactically-or-operationally-brilliant-you-are-if-you-cannot-create-harmonyeven-viciousharmonyon-the-battlefield-based-on-trust-across-service-lines-across-coalition-andnational-lines-and-across-civilianmilitary-lines-you-need-to-go-home-because-yourleadership-is-obsolete-we-have-got-to-have-officers-who-can-create-harmony-across-allthose-lines-.
Over the past few decades, the military have been attempting to utilise information in new ways, for example, in the digitalisation of command and control This study is part of the researchers' intention to find out why so many development programmes for Command, Control, Communications, Computers, and Information (C4I) systems have faced challenges. Challenges have been studied from three architecture perspectives : the business view, technical view, and holistic System of systems (SoS) view. This paper focuses on the business view, with emphasis on data and information management.
The study defines a hypothesis based on the generic evolution of management of unstructured content applied from Melissa Cook (99) 4 . The hypothesis is tested and improved by implementing the system evolution theory mainly defined Alberts, David & Hayes, Richard (200) (2008) illuminates further the evolution of business knowledge. Schmidt and Cohen 22 (20) recreate the vision for digitalisation of companies and nations. Based on these three approaches, and the short history of computing 2 , the core stages of evolution of unstructured information are defined as print, file, folder, page, social media content, and semantic content -also illustrated in Figure . This article does not explain military internet usage nor evolution of information management in governmental extranets or tactical level networks.
Digital Information can be divided roughly into structured and unstructured information based on its organisation 29 . Unstructured information does not have a pre-defined data model, nor is it organised in a pre-defined manner 0 . Unstructured information requires a human being to understand it, as it is presented mainly as text, audio, or video. Structured information is organised according to the pre-determined data model, or it is annotated using an ontological taxonomy . It can be understood both by human and machine. This study focuses on managing the unstructured information in the above defined military information environments.
The All Partners Access Network (APAN) is the Unclassified Information Sharing Service (UISS) for the U.S. Department of Defense (DOD).
The Non-secure Internet Protocol (IP) Router Network (NIPRNET), but prevalently referred to as the "'Non-classified' IP Router Network, " is used to exchange sensitive but unclassified information between "internal" users as well as providing users access to the Internet. It was replaced by "Sensitive but Unclassified IP Data. "
The Secret Internet Protocol Router Network (SIPRNet) is "a system of interconnected computer networks used by the U.S. Department of Defense and the U.S. Department of State to transmit classified information (up to and including information classified SECRET) by packet switching over the TCP/IP protocols in a 'completely secure' environment".
Primary Command, Control, Communications, Computers, Combat Systems, Intelligence, Surveillance, and Reconnaissance (C5ISR) network in Afghanistan for all ISAF forces and operations. Consists of the ISAF SECRET network as the core with connections to national extensions from numerous Tactical Connection Nodes.
Federation Mission Network which is to be used for national application for both Allies and Partners, internally in NATO for operations, exercises, training etc., with Partners for operations, exercises, training etc. FMN as a capability is going to be delivered in conceptual form to NATO at the end of 20 and in 204 tested at different exercises to be operational in 205.
Bytheway, Andy (204) . The path dependency emphasises historical causality, whereas the knowledge-driven model also includes discrete possibilities for evolution. Thus, the latter approach was chosen for this research. The six stages of generic evolution of information management and a generic military structure are processed through the evolutionary model derived from evolutionary theory described originally by Brody, Thomas (99) In the constructed evolutionary model, there are three main paths for System of systems to evolve: . Preadaptation is driven by the need to develop new SoS' . It includes research, experimenting, or acquiring new knowledge by other means. Several optional solutions may be produced and explored to find the best fit. Gained knowledge and prototypes are used to design new SoS to fulfil the requirements of the new function. 2. Adaptation happens when the SoS is co-opted gradually for different usage without necessarily understanding why it fits to the new function. . Exaptation occurs when component C from another system is co-opted as part of SoS in making it more efficient or fitting to the purpose.
There are driving and resisting forces that affect the evolution of function and SoS. This optimistic model simplifies them into two opposing forces: Resistance and Drive. The optimism is the decline in the picture in Figure 2 . The model assumes that there is a generic drive to improve and develop the performance of community, systems it is using, and knowledge it possesses.
Knowledge is imperative for preadaptation and exaptation. For knowledge creation, there is a process of information need, seek, and usage. Both the environment and community are affecting this process from cognitive, affective, and situational dimensions 50 . 
description of Evolution for the Military information Management
The means of storing defines information management in a military environment. The first information was printed on paper and bound to create books or documents which were stored on shelves of a library or archives. The management of information used bibliographies to publish information on information and physical items (i.e. books or documents) to assist with distribution. Manual flows of paper supported the management processes.
With automated data processing systems, information was captured in digital format, arranged in files, stored in folders, and managed by distributing files via email. The management used physical access to systems, encryption, and restrictions in access to folders. The processes were defined by the functions that were using information systems 5 .
In the information environment 52 , the human creation of information was mainly by writing or drawing at first, but then the content was amended with pictures and videos and now the tendency is towards more audio and video based communication.
On the other hand, a human being is gradually substituted by machines which sense their environment and create both structured and unstructured information of a vast magnitude i.e. big data 5 . The volume, velocity, and variety of this new data have gone beyond the ability of legacy computers to process. The management of big data cannot be based anymore on files and folders 54 .
The following sections explain the evolutionary stages in the management of unstructured information in a military environment according to their medium.
Print
Since the invention of printing by Gutenberg, the unit for managing information has been mainly a page, document, or a book. Sharing of information is based on distributing letters, memorandums, minutes-of-meetings, and paper documents.
The military has adapted print media from other areas of society and utilised it to manage troops, deliver orders and collect reports. Printed paper is still used in managing many official military documents. The EU Military Staff prefers to manage top secret information on paper because of its physical constraints and manageability See EU classification guidance for TRES SECRET UE. https://euobserver.com/secretue/74. file When personal computing was adapted in military official information management, the paper was converted to file and book to folder. First, they were stored in data mediums like tape, floppy disks, compact discs, and memory sticks among others. Sharing information is based on delivering these mediums containing files and folders. The military is tackling the issue of non-connected systems by transferring information between systems via manual data mediums (like USB sticks or DVD) 5 . The personal level and manual information management is exposed to risks of data leaks. In the largest military data leak in 200, almost 400 000 classified logs from the Iraq War were published by WikiLeaks In the Finnish Defence Forces, the first email service (Vaxmail) was provided to a deployed force in 994. Defence Forces wide email and file sharing service (Esikuntajarjestelma -95) was implemented in 995. It also included collaborative consumption pages for private point of sales .
Web Page
Publishing information on pages has been there since newspapers. A digital page was introduced in 980. HTML page, Hypertext Transfer Protocol to provide a session between page and viewer, and a web browser 7 to present the content of the digital page to a viewer.
The military is challenged by this publish and pull method of content management since the culture of "need to know" requires predefined particular access rights. The MS SharePoint has become one of the most used platforms for both files and web pages (UK, U.S, NATO). There are also other platforms in use such as IBM WebSphere (FIN, GER) or Open Source based (FRA, U.S). Most of the operational planning is done via portals and orders are both prepared and shared as pages.
In In the Finnish Defence Forces, the first force wide collaboration toolset was published in 200 and included voice, video, chat, whiteboard, and meeting management 7 .
semantic Web information
The next generation of markup Web is called semantic or sometimes Web .0 72 . It means that information is not referred to as a page, but the basic unit is a sentence or word that defines the subject, predicate, and object. This language makes most unstructured data readable by both humans and machines. The semantic web uses Resource Description Framework (RDF) 7 to describe information, taxonomies, and interchangeability features. The Web Ontology Language (OWL) describes ontologies and data syntax is described in Extensible Markup Language (XML). Queries are done via SPARQL 74 .
Most of the military Open Source Intelligence systems have been using semantic structures for categorising events extracted from data flows on the internet since 2005. Some of the information integration and big data applications in military Enterprise Resource Management have been using semantic models to exchange data 75 . In the Finnish Defence Forces, the first Battle Management System based on semantic knowledge model was introduced in 200 and by 205 it was rolled out for the training of conscript troops
intelligent Web information
As a possible future extension of managing "unstructured" information, research has been done under the title of Web Intelligence or Web wisdom. It consists mainly of using artificial intelligence as a meta-component with all information. Each piece of information thus possesses some application to enable different ways of processing data 77 .
The critical issue for information is to recognise the context where it is required. By using historic patterns of causality between context and the purpose, an approximation for the purpose of the information can be determined for a given context 78 . Multifactor authentication with inherence factors is one example of the application of this approach.
Evolutionary Path
The direct evolutionary path is created as a continuum of these stages in information management illustrated in Figure civilian ICT companies are investing more in research and development than the defence industry together 80 .
Figure 3. Evolutionary path for military information management the Map of Possible roads for Evolution of Military information Management
Military organisations have followed the general evolutionary path (print -filepage -social media content -semantic -intelligent content) in developing their management of unstructured information. The general path includes two definite leaps that require more effort: ) from files to pages, and 2) from unstructured content to more structured content. There have also been more discrete shortcuts together with downgrades defined by cultural and doctrinal powers of the force as illustrated in Figure 4 . There are two leaps in the evolutionary path that may present challenges for information management culture. The first is a long cultural leap from individually possessed files in personal folders to publishing knowledge in pages. From an individual viewpoint, one had a feeling of control over one's information in managing personal folders and based on a personal decision to send it to others via means like email or access to shared folder. Then suddenly, one is required to publish one's information to everyone via a web page with no apparent control of who has access, reads the content and -worst of all -uses the information There is a possibility to accelerate evolution by using shortcuts and passing by some stages. The Land Command of Finnish Defence Forces jumped from file defined directly to the semantically defined battle management system. It required a consistent effort to change the technology, ontology of information, processes, and behaviour of people at the same time 90 .
There is also a change towards keeping the culture of information management from developing, since new technology is providing ways to get rid of old bottlenecks and friction. Search engines, active directory The outcome is a roadmap in Figure 4 that describes the evolution of past and possible future for military information management and explains different drivers and constraints on roads. The roadmap is aligned with other roadmap tools Enterprise Architects are using. The roadmap is further tested against experiences gained from several C4ISR and ERM focused military transformations explained in the following chapters.
Examples of the usage of roadmap
The Enterprise Architect may use a simple illustration in communicating the current situation of the technology, information, business, and culture of the military organisation. With the same map, the architect may communicate the possible future states and probable challenges on the journey towards end state as illustrated in Figure 5 . For a novice architect, the basic Architecture Development Model (ADM) 95 seems to provide a top-down blueprint for the future design of the enterprise. Implementing a new business logic enabled by advanced information management and supported by the newest technology surely provides the best outcome. Real life leaves the architect with a major investment in technology, but information management behaviour together with change-resistant organisational culture prevent any attempts for further development at business level. In 995, the Defence Forces of Finland fielded its first digitised command, control, and communications (C) procedures supported by a Graphical Information System, named OPJO. It was based on the most advanced technology of the time, but the organisation never abandoned their file and paper-based information management and 'manually' driven command post procedures. Thus, the C-system withered while Powerpoint and email based information sharing blossomed With the information management roadmap, an enterprise architect may be able to illustrate the current situation. The roadmap provides options for a strategy to improve the capabilities, but also provide ways to show the realism of the different paths in Figure . The strategy may choose a far edge of technology with intelligent content, but most probably individuals are at the generic social level of using social media, and organisational culture may have difficulties in adapting to need-to-share policy and Web pages. The more evolutionary strategy might adapt smaller steps and set goals to transform from files to web pages and allow the culture of the organisation to develop more iteratively as illustrated in Figure . Since information is essential for cognitive level sense making, decision making, and organisational learning, Enterprise Architects should include information management in their roadmaps of technical and business process development. The roadmap for military information management is to help the analyses of the current situation and provide possible paths towards future stages aligned through business, information, and technical layers taking into consideration the cultural forces as systems science and thinking promotes 97 .
conclusion
The paper uses the hypothetico-deductive approach in creating a linear model for the evolution of information management typical for military organisations. The model is tested within a framework for generic systems evolution and improved into a roadmap. The roadmap for information management explains chosen military cases for both success and failure.
The research proves that there is a roadmap that the evolution of military information management has been following. The roadmap may help Enterprise Architects in their quest to help to define information strategies and understand the forces that effect the transformation of socio-technical systems.
The research in this paper is only covers the approach of evolution in information management. The systems and business strategy approached are studied in other papers provided by the authors. This article does not illustrate the integrated roadmap of business, information, and technology, which can be found in further papers by the writers.
The research is based mainly on qualitative data in proving the roadmap. The data is collected from a few business cases that authors have been exposed to. There is room for further assurance when the information sharing cultures of the military are enabling it. 
